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What is CryptoCurrency ?

To

A cryptocurrency is a digital or virtual currency designed to work
as a medium of exchange.

BitCoin (BTC)

BitCoin Cash (BCH)

Monero (XMR)

Ethereum (ETH)

More can be found at  hitps://coinranking.com/
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Bitcoin Address Lookup

A 1CMQMKmvT4hz2k2ijyxVxN7fHS62K7uQ7z
A https://bitcoinwhoswho.com/

B ITCO I N AD D RESS RE PD RT Scam Alert: This address has been reported as fraudulent (6 times)

BTC Address TCMOMEKmMVTLhz2k XN TIHSE2KTuQ7z # Website
Appearances

Wallet Name - Last Transaction IP €@ -
Current Balance 0.3653%518 Total Received

# Transactions - # Output
Transactions

First Transaction 20ct18 Last Transaction
Last Known Input J37CY8hed 3 Qct 18 Last Known Qutput ||
W Scam Alert

Scam Name
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https://bitcoinwhoswho.com/address/1CMQMKmvT4hz2k2ijyxVxN7fHS62K7uQ7z/urlid/12845823
https://bitcoinwhoswho.com/

Port:8333

% SHODAN port:8333 Q # Explore Downloads Reports Developer Pricing Enterprise Access Contact Us

& My Account Upgrade
#% Exploits % Maps ol Like 23 & Download Resulis Il Create Report

TOTAL RESULTS RELATED TAGS
4,295 203.178.143.14

WIDE Project User-Agent: (Classic:1.3.7(EBE)/S
Version: 80892
Lastblock: 344223

® lapan
Dietails

34.235.61.65

Amazon.com

User-Agent: fSatoshi:@. 12 1(bitcore)/s
Version: TR@12
United States .
BE United States, Ashbum Lastblock: 544222

Details

France
Germany

China

Metherlands
66.45.236.166

Interserver
OWVH SAS5 Version: 70815

User-Agent: fSatoshi:@.15.1/

Digital Ocean BE United States, Secaucus Lasthlock: 344222

AMazon.com Deetails

Hetzner Online GmbH _
crypiocumency

Hangzhou Alibaba Advertising ...

62.210.54.162

OMLINE SAS User-Agent: SSatoshi-0.13. 27
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Where to discuss Cryptocurrency ?

CryptoCompare
Cryptocurrency Talk
Bitcoin Talk
Coingage

Bitcoin Wealth Club
BTC Wairriors

Bitcoin Subreddit
Ethereum Subreddit
Litecoin Subreddit

Cryptocurrency Subreddit
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What Is Mining

A Mining, is a process in which transactions for various forms of
cryptocurrency are verified and added to the blockchain
digital ledger.
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Searching for Bitcoin Private Keys in  GitHub repositories with
Google BigQuery

raw
SELECT

text @.54 KB

download clone embed report print
f.repo_name

f.path,
C.pkey
FROM

[bigquery-public-deta:github_repos.files}

S/Query all matches for id that fits the key

parameters
JOIN (

S0

SELECT
id,
REGEXP_EXTRACT{content, r'{?:~|[*a-zA-Z8=91)(S5[HIK][12345678%bcdefghijkmnopgrstuvuxy zABCDEFGHIKLMNPORSTUVIXYZ 1 {48,491 (21 ¢ | [~a-z4-78

913" ) AS pkey

FROM

[pigquery-public-data:github_repos.contents]
WHERE

REGEXP_MATCH(content, r*{2:"|[~a-z84-28=91)(5[HIK][12345678%abcdefghiikmnopgrstuves ZABCDEFGHIKLMNPORSTUMKICYZ [ {48,493 ) ( ?: % | ["a-zA-

ze-91)")

https://steemit.com/bitcoin/@defango/searching - for-bitcoin -with - bigquery -or-ai-
systems
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Discovering Cryptocurrency Miners

A antMiner

A CoinHive

A Crypto -Loot
A WebMinePool
A DeepMiner



Discovering antMiner Mining
Hardware

LN CenSVS ‘antMiner+Configuration”

630 22/ssh
167 8080/http L 59.175.148.16 (16.148.175.59.broad.wh.hb.dynamic.163data.com.cn)

82 8888/http CHINANET-BACKBONE No.31,Jin-rong Street (4134) Hubei, China
39 443/https 80/http

® More 407 - Unauthorized

Tag: 0 2.132.93.205 (2.132.93.205.megaline.telecom.kz)

1,160 http KAZTELECOM-AS (9198) Kazakhstan
631 embedded 8080/http
630 ssh

39 https 0 37.191.92.172

17 telnet
® More AGE-AS (483[]9} Iran
Vo
80/http
407 - Unauthorized
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Discovering antMiner Mining
Hardware

S/

wi‘r

Step 2. Connect miner and your PC via network cable,
Step 3. Enter miner’s IP address into your web browser, then login miner management interface,

both of username and password is ‘root” by default.
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Discovering antMiner Mining
Hardware

o} # Explore Downloads Reports Developer Pricing Enterprise Access Contact Us

Help Center
O" SHODAN

& My Account Upgrade

*% Exploits %, Maps % Share Search & Download Results lal Create Report

401 - Unauthorized

Syptec

401 - Unauthorized

WorldPast Technologies

United States
Venezuela, Bolivarian Republic of
Russian Federation
a, Republic of Details

Ukraine

401 - Unauthorized

Korea Telecom

. Rey

CryptoCurrency Mining Threats



Looking For Ethereum Mining Rigs

0’. SHODAN

# Exploits ¥ Maps

Russian Federation
Thailand
Venezuela, B rian Republic of

Viet Nam

a0
8002

NAS Web Interfaces

#  Bxplore  Downloads Reports  DeveloperPricing  EMterpf evy; @o/30/18-21:47:68 - New job from asia.ethash-hub.miningpoolhub.com:2@535
ETH - Total Speed: 173.198 Mh/s, Total Shares: 14893, Rejected: @, Time: 100:17
ETH: GPU@ 28.861 Mh/s, GPU1 28.869 Mh/s, GPU2 28.874 Mh/s, GPU3 28.855 Mh/s, GPU4 28.875 Mh/s, GPUS 28.857 Mh/s
DevFe 109 - New job from eth-eu.dwarfpool.com:20e8

- SHARE FOUND - (GPU 3)

% Share Search & Download Results |kl Create Report ce: 1 - SHARE FOUND - (GPU 8)

218.158.205.8

Korea Telecom af 7 - {GPU 2)

N 1 99/30/18-21:48:02 - New job from asia.ethash-hub.miningpoolhub.com:20535

Details ETH - Total Speed: 173.214 Mh/s, Total Shares: 14894, Rejected: @, Time: 100:18

ETH: GPU@ 28.872 Mh/s, GPU1 28.872 Mh/s, GPU2Z 28.865 Mh/s, GPU3 28.865 Mh/s, GPU4 28.870 Mh/s, GPUS 23.87@ Mh/s
KR ETH: 29/30/18-21:48:23 - New job from asia.ethash-hub.miningpoolhub.com:20535

ETH - Total Speed: 173,180 Mh/s, Total Shares: 140894, Rejected: 8, Time: 188:18

ETH: GPUB 28.871 Mh/s, GPU1 28.861 Mh/s, GPU2 28.871 Mh/s, GPU3 28.851 Mh/s, GPU4 28.873 Mh/s, GPU5S 28.854 Mh/s

ETH: 29/308/18-21:49:11 - New job from asia.ethash-hub.miningpoolhub.com:20535
ETH - Total Speed: 173.232 Mh/s, Total Shares: 14894, Rejected: @, Time: 180:19
ETH: GPU® 28.876 Mh/s, GPU1 28.866 Mh/s, GPU2 28.873 Mh/s, GPU3 28.875 Mh/s, GPU4 28.871 Mh/s, GPUS 28.87@ Mh/s

RX
: RX

35.72.189 AX

a Venezolana : RX

RX

5: Ellesmere {Radeon RX 578 ), 40 B available, 3 ompute units (pci bus 7 B)

ETH - Total Speed: 173.814 Mh/s, Total Shares: 14894(2342+2317+2312+2386+2424+2319), Rejected: 0(8+8+8+018+0), Time: 180:19

ETH: GPU@ 28.858 Mh/s, GPU1 28.802 Mh/s, GPU2 28.847 Mh/s, GPU3 28.823 Mh/s, GPU4 28.842 Mh/s, GPUS 28.842 Mh/s

Incorrect ETH shares: GPU@ 1

1 minute average ETH total speed: 173.153 Mh/s

Pool switches: ETH - @

Current ETH share target: @xBeeee@oaffb34ce? (diff: 43@6MH), epoch 214(2.67GB)

Current -deri values: -dcri 8,6,8,8,8,8

2 0O ®&
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CoinHive Mining Attack Using
MikroTik Routers



